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(CopeSTREET Road Map

 Path Validation
 Path Discovery
 Revocation Checking

Delegated Path Validation (DPV)
Delegated Path Discovery (DPD)
CoreStreet’s Distributed DPD
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What i1s Path Validation?

&
3 Root E%n:

Donald
Rumsfel
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Federal StatRe DtePt-
Bridge CA ‘ = 00

Does a path exist?

1. From something | trust

2. To the subscriber’s certificate
3. With no revoked certificates
4

. That satisfies all
policies/constraints

To: Colin
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A

oy What is Path Discovery?
DoD Class
3 Root

Find a chain of certificates

Bob Ema.. oD Ema,l from something | trust
CA3 CA7 I Iy
& 3 Root

to a subscriber’s certificate:

Donald Paul Peter Richard '-'_-h-'-ﬁ‘- CN = Donald
Rumsfel WoIfOW|tz Pace Myers = Rumsfeld
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Easy:

Simple Hierarchy

DoD Class
3 Root

- Issuer: DoD Class 3 Root
=:4 Subject: DoD Email CA-3

-] Issuer: DoD Email CA-3
"Subject: Donald Rumsfeld

Donald
Rumsfel
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oy Hard: Cross-Certs and Bridges

=
DoD Class Federal ’ Stalt_\t,e Dtept.
3 Root Bridge CA ‘ o 00
l '
| | State High
DoD Email NASA State of @
CA-3 Root lllinois
B
‘W" z l Treasur Treasur
III|n0|s OC|O Publlc
People _
NASA _ =3
People E ]
Colin
Treasury Powell
People

To: Colin
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A
4 CORESTREES Hard: Cross-Certs and Bridges

'Y' REAL TIME CREDENTIALS

DoD Class { Federal Stalt_\t,e Dtept.
3 Root Ege-n Bridge CA ‘ E 00

Issuer:  FBCA Issuer: State Dept. Root
Subject: DoD Root Subject: FBCA

Issuer: DoD Root
Subject: DoD Email

DoD Email CA-3
CA-3

Relying party does not know
about common root ...

o Issuer: DoD Email CA-
=4 Subject: Dortald Rumsfeld

Donald
Rumsfel

To: Colin
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oy What is Revocation Checking?

CA-3
“Has a certificate been

7] Issuer: DoD Email CA-3 revoked by its issuer?”

"Subject: Donald Rumsfeld
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oy CRLs: Poor scalability

19 DoD CRLs (35MB)
X
4 million clients

120 Terabytes per day
from directory service
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'Y REAL TIME CREDENTIALS

Poor performance

Need CRLs for all
accepted certificates:

Federation explodes
performance problem

From: Alice @ CIA
From: Bob @ DoJ
From: Chuck @ DoD

From: Dave @ DHS
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*$“"E§T"EET OCSP: Certificate Validation Protocol

Responder
=
A
“Is this cert “No, It IS not revoked.”
Tt nsesbéro %O%Qr’n?ail CA-3 OCSP | et #1234
=1 Subject: Donald Rumsfeld Respons Good :
e
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{CORESTREET OCSP:

‘Y REAL I''MWIE CHREDENTIALE

Market Acceptance

Natlve OCSP:

Microsoft Windows (Longhorn)
* Identrus
 Netscape / Mozilla Communicator
e Sun ONE Identity Server
 RIM Blackberry PDA
* Compaqg iPAQ
* Netegrity SiteMinder
* Oblix Netpoint
* Silanis Approvelt
» Arcot Adobe Acrobat signing
 Elock Assured Office
« IBM DSMS
» Ascertina PDF Signer
 Conclusive TrustLogic
 Lexign ProSigner
» Gemplus eSigner
« CMG WAP Gateway
 Cisco Local Director, VPN
* Netscreen VPN
* Cyberguard VPN
* VeriSign
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OCSP libraries/plug-ins:

CoreStreet
. Alacris
. ValiCert

. Ascertina

. AssuredBytes

. Kyberpass

. SyTrust

. RSA Keon and BSAFE
. Authentica

Plug INS support:

Microsoft Outlook
. MS Outlook Express
. MS Internet Explorer
. MS IS
. Apache web server
. Netscape/AOL/Sun servers
. Microsoft VPN
. MS Office XP
. Eudora (via Authentica)
. Peoplesoft (via Authentica)
. SAP (via Authentica)
. Lotus Notes (via Authentica)
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Certificate
Authority

OCSP
Responder
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— requires trust
(physical and data security)
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Certificate

Authority
s )

Distributed OCSP

RTC
Authority

Pre-signed OCSP
Responses

=
; Responders
w

A
:

<« OCSP
Response

Principle:
Separate security
functions from
distribution.

— requires trust
(physical and data security)
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(CoRES.TREEL  Distributed OCSP: Security

“Off-line” signing key
prevents compromise

No keys in online servers;
responders cannot “lie”
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(CoRED.TREEL Distributed OCSP: Performance

1000+ requests/sec each:

 No RSA at runtime
e Simple table look-ups
 10-100 ms per request
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(CoRESTREET Distributed OCSP: Cost

Server: $3k

Management:
$3-5k / year

~ $100k less per responder than
First-generation OCSP
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RTC
Authority

Pre-signed OCSP
Responses

v

—E ] Responders

<« OCSP
Response

Koy

% — requires trust
(physical and data security)
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e Distributed OCSP, Enterprise

Responder Appliance 1400

{ [RTC
J | Authority
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oy Server-Assisted Path Validation?
DoD Cl Federal State Dept.
G g @ «—

Two approaches:

1. Delegated Path Validation n
(DPV) 4

2. Delegated Path Discovery
Rumsfel (DPD)

To: Colin
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Option 1: DPV

o b8 CA certificates, CRLs,
' OCSP

Vaulted server with private

“Can | trust this
cex:

If | trust this root?”

State Dept.
Root

© Copyright 2004 CoreStreet, Ltd.

keys

“Yes, you can.”

Signed
Respons
a
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A

oy Local DPV Servers?

e High cost per server

* IT management burden

e Security risk

« Configuration management
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oy Central DPV servers?

 Huge impact if compromised

* Performance (latency, ...)

« $100,000+ per server/year
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Path Validation Option 2. DPD

{

- o [
=Rl )
=4 ' CA certificates and OCSP responses

NV Y

Lightweight server, no keys

A

“Can | trust this
cex:

If | trust this root?”

State Dept.
Root

© Copyright 2004 CoreStreet, Ltd.

7

Issuer: State Dept. Root

Subject: FBCA

Issuer: FBCA
Subject: DoD Root

Issuer: DoD Root
Subject: DoD CA-7

+

+

+

+

0Cs

0Cs

0Cs

0Cs

868 L] ]

FBCA: Good

DoD Root: Good

DoD CA-7:
Good

D. Rumsfeld:
Good
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A
PGSR LA Distributed DPD

CAs RTC

Authority

Optimal cert paths,
pregenerated OCSP
responses

Standard
OCSP & Certs

— requires trust
(physical and data security)
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(CoRELIAEEI  D-DPD: Managed, Hybrid Options

r

\ , \ Responder Appliance 1400
g! g! RTC

\ J—* e

; Y i Authority , .

\
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DPD Server Demonstration

Cambridge, MA

x=

\

4

r
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x=

RTC
Authority

RTC
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oy Federal Bridge CA

(4

ou=CMS CA
ou=CMS

Policy: basic, med
Names: dc=mil

dc=gov
0=U.S. Government, c=US

0=DST Aces Unaffiliated Individual, c=US —
0=DST Business Representative, c=US cn=DST ACES CA X6

o=State of lllinois

c=UsS

Q3:5f:33:52:d7:0a:...)

ou=Entrust

ou=FBCA ou=DST ACES, o=Digital Signature Trust, c=U ou=DST ACES
/‘ 0=U.S. Government o=Digital Signature Trust
_ Policy: med, high _
c=USs c=USs
£U=DOE PCA \ /00/. Exclude Name: o=Digital Signature Trust
ou=Certification Authorities d1:34:e2:2e:0f:5e.:... ’ 09:72:06:43:18:43:0f:... J

ou=Department of Energy
0=U.S. Government

c=US

\3a:4c:b4:7c:27:bd:77:... j

ﬁuzus Treasury Root CA \
ou=Certification Authorities

0=USDA — National

. ou=Department of the Treasur
Finance Center P y

0=U.S. Government
c=US

Qa:blsz:05:55:da:a6:37:d0:... j

@zu.s. Department of State Root CA\

cn=EntrustCA (en=DoD CLASS 3 Root CA ) ou=Certification Authorities KEY:

=PKI — .
o=National Aeronautics ou ou=FADSPKI
and Space Administration ou=DoD ou=Department of State /‘ Self Signed CA cert
c=USs 0=U.S. Government 0=U.S. Government

c=US c=Us
Q8:08:80:90:80:6f:85:... J . Sub-CA cert, from
\10:a3:ed:4e:a8:c5:el:56:...j (4:46:60:57:1c:d0:bd:60:05:... / Issuer to subject
© Copyright 2004 CoreStreet, Ltd.
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1ConEaTnEEr FBCA and Subordinates

DoD
Email
State of Cn/lill
Illinois
FBCA DoD DoD
Class 3 Email
CA-5
Gordon Mark I DoD
Wells Anderson I CA-9 EDn?;I
I CA-6
I A
" DoD (' DoD DoD \ DoD
Email CA-10 Email Email
‘A I’ CA-10 CA-9 CA-7
Treasury l e ﬁ ( DoD )
! DoD Email
USDA CAC CA DoD CA-8
,l NEC irza;l DoD
NASA 1
I \
Treasury Treasury 1 RN
Public CA ocClOo | DST ACES
Tim !
Baldridge Kevin Donald
Heald Rumsfeld
Kenya Michelle State
Dorsey Moldenhauer Dept.
DST ACES DST ACES ﬂ
Federal .
DOE l L Employee Device CA )
: ﬁ Self-signed cert
State Dept. High
Assurance
DST ACES DST ACES Sub-CA cert, from
Business Una_ffl_llated —> issuer to subject
Individual

Representative
@ ' End entity cert, from
issuer to subject
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NCHEERTE. Distributed DPD Advantages

* No online server key risk
 Massive scalability

e LOw cOsSt per server

« Managed service option
e Minimal IT impact
 Open standards
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{ComeStREET Contact Us

« To arrange for a demonstration or technical
briefing, please contact either:
— Fred Levy, flevy@corestreet.com, 301-528-0025
— Randy Bowman, rbowman@corestreet.com, 301-254-3858
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